Introduction {#S0001}
============

In recent years, information and communication technologies (ICTs) have presented a significant increase in their use in various sectors, among which the healthcare service is no exception.[@CIT0001] Such growth has been even more pronounced with the use of mobile devices, through which ICTs offer accessible opportunities to improve efficiency and reduce costs in exchange for greater patient coverage and health system management.[@CIT0001] This led to the World Health Organization (WHO) in 2010 to incorporate electronic health (e-health) as a concept that encompasses the cost-effective and secure use of ICTs in support of health and health-related fields, including healthcare services, health surveillance, health literature, health education, knowledge and research.[@CIT0002]

Several publications have recognized ICTs as useful tools for health education in developing countries, as well as opportunities for improving quality of life interventions, care provided to patients, and for better healthcare system organization.[@CIT0003]--[@CIT0005] Moreover, ICTs have been shown to be useful in health promotion and primary prevention, even among older adults, as well as other applications. In any case, it is important to acknowledge the fact that although ICTs provide new benefits, it also brings with it new challenges, many of which represent a burden to the physician. For instance, training and management of these technologies, prolonged working time, conflicting priorities, lack of knowledge, absence of legal guidelines on privacy and confidentiality are some of the issues a care provider should be ready to handle.[@CIT0001],[@CIT0006],[@CIT0007]

Current studies have mostly focused on the use of ICTs among patients with chronic diseases; however, there are fewer reports on the advantages and barriers of ICTs among physicians, particularly in Latin America. Moreover, variability in perceived usability and practice behavior change by ICTs for the dissemination of clinical practice guidelines has been reported, suggesting that patterns and preferences for ICTs might exist.[@CIT0008],[@CIT0009] Whilst the incorporation of ICTs in medical practice cannot be fully understood and stated without exploring the ways physicians are applying ICTs within their daily practice, organizational contexts and the opportunities and challenges afforded by institutional, professional and patient demands; it is certain that despite the fact that potential benefits of emerging technologies exist, there are still noticeable gaps regarding the adaptation of mainstream medical practices to the ubiquitous use of the internet by patients.[@CIT0010],[@CIT0011] Not only that but also the fact that skepticism among doctors who do not necessarily look ICTs as innovative or desirable has been reported which is further dimed by a high rank of hampering factors such as data security and privacy, as well as the acceptance by patients advocates.[@CIT0012] We designed this study to fill in the gap, as an objective assessment of the frequency of use, perceptions, and barriers of ICTs among physicians remains crucial for a successful implementation of these technologies into the mainstream medical practice.

Methods {#S0002}
=======

Study Design and Population {#S0002-S2001}
---------------------------

We conducted an anonymous cross-sectional survey study, in which 640 Ecuadorian physicians, both, general practitioners and specialists, rated their frequency of use, perceptions, and barriers regarding ICTs. Inclusion criteria required the participants to have an active medical practice in Ecuador, regardless of the field of expertise.

Procedures {#S0002-S2002}
----------

The questionnaire was designed using the data provided by other publications, as well as the recommendations of an expert panel of physicians, who evaluated potential items to be included.[@CIT0013]--[@CIT0015] The final questionnaire assessed the frequency of use of ICT's by physicians for professional purposes and towards communication with their patients, as well as the perceptions and limitations that ICTs represent to physicians in their practice.

To assess the reliability and validity of the prototype questionnaire, a pilot study was conducted with 30 physicians. Cronbach's alpha equation was applied, and the reliability coefficient was calculated for the questions of interest, which were grouped into three constructs: frequencies (Q9.1- Q10.19), perceptions (Q11.1--11.7) and barriers (Q12.1--12.4). All the reliability coefficients were found to be above 0.70. The final survey and reliability analyses are included in [[Table S1](https://www.dovepress.com/get_supplementary_file.php?f=246253.docx)]{.ul}.

The survey collected demographic information of each participant. Physicians were asked to quantify their use of each technology to communicate (SMS, e-mail, Line, WhatsApp, Hangouts, Vibe, Facebook messenger and Telegram) and interact through social media (Blogger, Facebook, Google plus, Instagram, Pinterest, Scrib, Slideshare, Snapchat, Tumblr, Twitter, Youtube) with either professionals or patients, as well as for academic research (Academia.edu, Google Scholar, LikendIn, Medscape, Pubmed, Researchgate, Scopus, UptoDate, and Yammer) under a specific scale (daily, at least once a week, at least once a month, less than once a month, or never). Furthermore, perceptions and barriers upon the use of ICTs were measured on a Likert Scale addressing interest (strongly disagree, disagree, neutral, agree, strongly agree).

Before taking the questionnaire, physicians were instructed about the purpose of the study and their role in it. During the survey, physicians completed the questionnaires either by themselves or with the help of a previously trained person (physician, nurse or intern).

Ethical Considerations {#S0002-S2003}
----------------------

This study was approved by the local ethics committee "Comité de ética e Investigación en Seres Humanos" (CEISH). We obtained informed consent before participation in the survey. With the information recollected in the survey, personal identification was not possible; as such anonymity/personal data protection was conserved.

Statistical Analysis {#S0002-S2004}
--------------------

For demographical data, descriptive statistics were performed, where categorical variables were reported as frequencies and percentages, while continuous variables were reported as means and standard deviations.

For each ICT, frequency of use was dichotomized as "Low" (at least once a month and at least once a week) and "High" (two or three times a week or daily). Questions regarding perceptions and barriers upon the use of ICTs were dichotomized into "disagree" (strongly disagree and disagree) or "agree" (neutral, agree and strongly agree). A chi-square test was performed to assess the association between the independent variables of age, gender, postgraduate years and medical degree, and the dependent variables frequency of use of ICTs resources, perceptions and barriers.

All data were analyzed using SPSS version 24.0 software (SPSS Inc., Chicago, IL, USA). A value of less than 0.05 was considered statistically significant for all tests.

Results {#S0003}
=======

A total of 640 physicians were surveyed in our study, with a gender distribution of 53.0% males and 45.6% females ([Table 1](#T0001){ref-type="table"}). The mean age was 36.9 years, with a mean of 14.9 years in practice in the medical field. Most participants were non-specialist (59.8%) and worked in public service (46.7%). Regarding access to smartphones, 95.2% of physicians reported they owned one.Table 1Demographic Characteristics of the Surveyed Population (n=640)Characteristicsn (%)**Age, mean (SD)**39.6 (14.5) \< 40 years old350 (54.7) ≥ 40 years old289 (45.2)**Gender** Male339 (53.0) Female292 (45.6)**Postgraduate years, mean (SD)**14.9 (11.6) \< 15 years331 (51.7) ≥ 15 years281 (43.9)**Physician type** Non-specialist383 (59.8) Specialist253 (39.5)**Service** Public299 (46.7) Private202 (31.6) Welfare organization108 (16.9) Other23 (3.6)[^1]

Frequencies of use of ICTs for professional purposes and patient communication

From the 640 participants, 99.7% (n=638) use ICTs to message other physicians, while 93.1% (n=596) use them to message patients (p=0.000). WhatsApp, followed by e-mail and SMS, represents the highest frequency of use for messaging with both physicians and patients ([Figure 1A](#F0001){ref-type="fig"}). Moreover, 89.5% (n=573) individuals use social media to interact with other physicians, while 58.1% (n=372) use such channels to interact with patients (p=0.000), being Facebook and YouTube reported in both scenarios with the highest rates ([Figure 1B](#F0001){ref-type="fig"}). Finally, 99.7% (n=638) physicians used ICTs to search academic information (p=0.000), where search engines PubMed and Medscape were reported the most ([Figure 1C](#F0001){ref-type="fig"}). Frequency of use of ICT according to demographic variables is further depicted on [[Tables S2](https://www.dovepress.com/get_supplementary_file.php?f=246253.docx)]{.ul} and [[S3](https://www.dovepress.com/get_supplementary_file.php?f=246253.docx)]{.ul}.Figure 1Usage rate of information and communication technologies (ICTs) for communication, interaction, and academic purposes. (**A**) Frequency of individuals using each ICT to communicate with other physicians and patients. (**B**) Frequency of individuals interacting with other physicians and patients through each ICT. (**C**) Frequency of individuals using each ICT for academic purposes.**Abbreviations:** SMS, short message service; RG, ResearchGate.

Perceptions and Barriers of ICTs Among Physicians {#S0003-S2001}
-------------------------------------------------

More than 80.0% of the physicians agreed that ICTs resources can be useful for promoting health and medical service, to search for new job opportunities, to get involved in research projects and to promote teamwork with colleagues (p=0.000) ([Figure 2A](#F0002){ref-type="fig"}). More than half disagreed about being reluctant to interact with colleagues through such resources, as well as preferring traditional channels of communication rather than using ICTs (p\<0.005) ([Figure 2A](#F0002){ref-type="fig"}).Figure 2Overall frequencies of perceptions and barriers of ICTs among Ecuadorian physicians. (**A**) Frequencies of each perception are shown as percentages (I, "Promote private medical services"; II, "Search for new job opportunities and/or professional development"; III, "Participate in research projects"; IV, "Promote health"; V, "Work in group with colleagues"; VI, "Dislike to interact with colleagues through such channels"; VII, "Prefer traditional channels of communications"). (**B**) Frequencies of each barrier are shown as percentages (**A**, "Concerned about privacy or security about personal and/or patient information"; **B**, "Do not have access to mobile internet"; **C**, "Do not have access to internet at work"; **D**, "Do not have enough time to neither learn how to use them or use them").

However, 83.6% of the physicians have concerns about privacy and patient confidentiality, while 53.8% lack the time to use ICTs resources ([Figure 2B](#F0002){ref-type="fig"}). Less than one-third agreed that limited internet access, either mobile or at work, could represent a barrier to use ICTs ([Figure 2B](#F0002){ref-type="fig"}). [Figures 3](#F0003){ref-type="fig"} and [4](#F0004){ref-type="fig"} depict perceptions and barriers by the selected demographic variables. Frequencies of agreement to specific perceptions and barriers according to demographic variables are also further described in [[Tables S4](https://www.dovepress.com/get_supplementary_file.php?f=246253.docx)]{.ul}--[[S7](http://S7)]{.ul}.Figure 3Perceptions of ICTs by physicians according to selected demographic variables. Seven perceptions are represented on each heptagon. All proportions depicted are individuals that agree with the statement. Physicians on light gray and dark gray represent a dichotomy highlighted below each heptagon and are compared to assess the strength of correlation. I, "Promote private medical services" II, "Search for new job opportunities and/or professional development" III, "Participate in research projects" IV, "Promote health" V, "Work in group with colleagues" VI, "Dislike to interact with colleagues through such channels" VII, "Prefer traditional channels of communications" ^a^statistically significant (p\<0.05). Φ, Phi coefficient.Figure 4Barriers of ICTs by physicians according to selected demographic variables. Four barriers are represented on each diamond. All proportions depicted are individuals that agree with the statement. Physicians on light gray and dark gray represent a dichotomy highlighted below each diamond and are compared to assess the strength of correlation. I, "Concerned about privacy or security about personal and/or patient information" II, "Do not have access to mobile internet" III, "Do not have access to internet at work" IV, "Do not have enough time to neither learn how to use them or use them" ^a^Statistically significant (p\<0.05). Φ, Phi coefficient.

Discussion {#S0004}
==========

The delivery of healthcare services through mobile platforms is a promising technological leap.[@CIT0016] Instantaneous access and direct communication are some of the key benefits that allow for a faster transfer of health information, shaping new medical and public health practices in the process.[@CIT0017] The use of technology, particularly through mobile platforms, can help to improve the quality of care and can be adapted quickly on a large scale at low cost, but there are still knowledge gaps about its effectiveness in different areas.[@CIT0017]

Timely communication within the healthcare team and patients remains a fundamental strategy to reduce medical errors.[@CIT0018] Smartphones can serve this purpose, enabling a more efficient communication, and facilitating patient diagnosis and monitoring, with several studies highlighting the trend for the increasing use of smartphones among healthcare professionals.[@CIT0019]--[@CIT0021] Interestingly, among developing countries availability of smartphones is considerably high, with studies estimating that 90% of physicians currently own one.[@CIT0022],[@CIT0023] Similarly, we found a high availability of this technology in Ecuadorian physicians (97.3%). The widespread use of smartphones among physicians in Ecuador is a key finding that could facilitate future ICTs enabled studies.

Overall, we found a high usage of ICTs among physicians. For instance, more than 90% of surveyed individuals communicated with other professionals and patients through ICTs designed primarily for communication purposes. Interestingly, while a similar percentage of physicians used social media platforms for interacting with other professionals, there is less usage of these applications for interacting with patients (89.5% vs 58.1%, respectively). In this regard, while social media can serve as a platform by which health professionals can help patients, enhance professional networks, and contribute to public health research and service, its acceptability among physicians might be influenced by the uncertainty of using a platform with unclear boundaries.[@CIT0024],[@CIT0025]

Discussing specific ICTs, we found that WhatsApp and Facebook were the most used platforms for communication purposes, and social media interactions, respectively. WhatsApp is a cross-platform application that allows smartphone users to exchange not only text, but images, videos, and audio messages for free, and currently, the reported usage of this application in Latin America is considerably high.[@CIT0026] On the other hand, Facebook is the largest social media platform in the world, allowing for complex social interactions with relatives and other people with similar interests.[@CIT0027] Our results agree with recent estimates, suggesting that both WhatsApp and Facebook are amongst the most popular ICTs used by healthcare professionals for communicating and interacting with peers and patients.[@CIT0023],[@CIT0028],[@CIT0029] The widespread adoption of these ICTs makes them an attractive cost-effective platform for fast communication, and efficient delivery of healthcare information.

The digital transformation of medicine has also enabled new ways of gaining medical knowledge, particularly through the use of search engines and medical databases, tools that are not only in many cases free and easy to access but also updated on a regular basis.[@CIT0030] ICTs devices (eg, smartphones, tablets, and mobile computers) allow a faster and more convenient access to scientific information, and can significantly contribute to research purposes.[@CIT0031] In our study, search engines (eg, google, yahoo, etc.) were selected as the main sources for searching scientific information (96.9%). This finding contrasts with a 2006 study by De Leo and colleagues where the vast majority of physicians avoided search engines as the main source for gathering information, citing inaccuracy as the main reason for avoiding using them.[@CIT0032]

However, search engines have significantly evolved, and most of the content of medical sites such as PubMed and Medscape (rated as the second and third main sources for obtaining scientific information in our study) can be accessed directly through them, explaining the higher usage of search engines in our study.[@CIT0033] Moreover, we found that a clear majority of physicians had a positive perception of ICTs applications for helping in research projects (87.4%). These findings would suggest that physicians are already using these technologies in their professional field.

In the setting of health promotion, ICTs platforms can contribute in supporting healthy behaviors at a population level.[@CIT0034] For instance, some studies have found that real-time feedback of users' health status and motivational messages via social media platforms and mobile devices can have a positive impact on controlling behaviors such as alcohol consumption, exercise, diet, and sexual behavior.[@CIT0035],[@CIT0036] In our study, most physicians agree that ICTs can be useful in the promotion of health and medical services (87.4% and 84.3%, respectively). As eHealth applications continue to grow, they will allow for more personalized patient care, guiding patients when choosing a health professional, while providing relevant health information in the process.[@CIT0037] However, this doctor--patient relationship through eHealth applications can subject physicians to a negative exposure by allowing their performances to be evaluated by means of "comments".[@CIT0030],[@CIT0037] Healthcare professionals must learn and adapt to the use of these new technologies properly to obtain better results.

Performing remote diagnostics, finding solutions to clinical problems, helping surgeons in complicated operations, and even monitoring patients with chronic diseases are included among the various advantages of using ICTs.[@CIT0038] Furthermore, these applications have allowed the creation of virtual communities among physicians as a way to be in constant communication and to promptly receive updates regarding new medical information.[@CIT0038] We found that 86.6% of our physicians agreed that the use of these technologies can improve the workflow among colleagues. Despite the potential benefits and applications of ICTs, several challenges have arisen along the way, particularly in low and middle-income regions such as Latin America. As evidenced by the World Health Organization (WHO) eHealth global survey, the most common challenges for ICTs implementation among healthcare systems are conflicting priorities, lack of knowledge, absence of legal guidelines on privacy and confidentiality, and cost-effectiveness.[@CIT0039]

In our study, we found that privacy and patient confidentiality was the main barrier perceived by 83.6% of physicians. Similarly, Shuaib Qureshi and colleagues stated that privacy for both patients and physicians is considered a major concern with respect to human and social hurdles in healthcare communication technologies.[@CIT0040] These concerns exist because as today, mobile technologies not only manage personal data but also highly personal information such as social interactions, location, emotions, health conditions and others.[@CIT0041] As a matter of fact, in one publication it was reported that only half of patients consider appropriate for doctors to communicate with their online community about their own clinical cases to obtain better care.[@CIT0037] Evidently, vulnerability of the patient's privacy and confidentiality are obstacles that need to be addressed by both ICTs companies and the healthcare providers, so that sensitive information is only shared among authorized individuals.[@CIT0031],[@CIT0040] The research community is currently investigating different options available to preserve and provide users with better privacy and confidentiality.[@CIT0041]

Currently, physicians are managing a growing number of tasks and responsibilities in very limited time frames, ranging from the assessment of complex health issues in patients, to a larger volume of administrative paperwork, thus contributing to higher rates of professional burnout and major challenges regarding time management.[@CIT0042] The increased issue regarding time management, as reported in our study by more than half of physicians, may impair the usage of electronic means for professional purposes and, consequently, their work performance. Furthermore, time is an important consideration regarding proper training in ICTs, as Farahat and colleagues found out; adequate training of physicians in new technologies can lead to a significant optimization in the use of digital resources and work performance in comparison with untrained individuals.[@CIT0043]

Additionally, limited access to internet in mobile devices and work facilities is also considered a major barrier. For instance, a study by Farahat et al found that 74.5% of physicians did not have access to internet at workplaces; likewise, G. Ajuwon stated that only few physicians (36%) had private internet connection, and the majority of them lacked internet access at work.[@CIT0043],[@CIT0044] Interestingly, in our study, more than two-thirds of physicians did not perceive lack of internet access in mobile devices or work facilities as a significant technological barrier (76.5% and 67.1%, respectively). This noteworthy finding may be justified by the rapid expansion of mobile phone subscriptions and usage shown in developing countries, which may go hand in hand with the increased internet access that the population is obtaining, providing a potential platform for future mHealth interventions.[@CIT0017]

Currently, the healthcare workforce is exhibiting a wide diversity since different generational groups are working alongside each other.[@CIT0045] For instance, there are reports that demographic characteristics appear to influence the use of internet-based communication technologies, and attitudes of professionals toward telemedicine.[@CIT0046],[@CIT0047] As found in a recent study, younger physicians (\<40 years) scored higher the utility of telemedicine and consider it might be able to improve patients' health and therapeutic compliance.[@CIT0047] Similarly, we found that younger physicians (\<40 years) with less postgraduate years (\<15 years) and non-specialists were more likely to have a positive perception for ICTs than their counterparts.

The differences in perceptions we found among demographic factors, particularly age, might be the result of what is known as the "digital divide". Under this concept, individuals who were born and grew up speaking the language of computers and the internet might adapt faster to new technologies, and as such, use them more consistently than those not born in the digital world.[@CIT0048] In practice, age has been found to be inversely associated with smartphone ownership, social media use, podcast downloading, and even blogging.[@CIT0049],[@CIT0050] Regarding postgraduate years and non-specialists, our results contrast with a previous study, in which these factors did not consistently influence ICTs usage.[@CIT0046] As a final point, considering the differences regarding demographic factors, and how they influence the perceptions of ICTs usefulness, is key to facilitate an effective implementation of technology to routine medical practice.

Limitations {#S0005}
===========

There are some important limitations to our research. First, this study was conducted on Ecuadorian physicians only; thus, the data provided might differ with other Latin American countries. In addition, even though the survey was validated and built under expert recommendations, more facts concerning attitudes, perceptions and barriers could have been included to provide a deeper picture of ICTs in Ecuador. Also, even though data collection was performed under the supervision of trained personnel, most analyses have heterogeneous sample size due to missing data in some surveys. Furthermore, even though the purpose of the study is to provide a general glimpse of how physicians perceive ICT in medical practice, this study did not establish causality on the selected independent variables towards the subject of study, whilst other possible factors not included in the analyses may have had a confounding effect not assessed in the adjustment. However, some strengths of the study are the significant sample size and relatively balanced demographic categories.

Conclusion {#S0006}
==========

The use of information and communication technologies has the potential to change the way healthcare is delivered around the world. Low-cost, instantaneous access, and direct communication allow for a faster transfer of health information. In our study, we found a high usage of ICTs among physicians for communicating and interacting with patients and colleagues and obtaining scientific information. Most individuals had a positive perception toward ICTs, particularly among younger physicians, with less postgraduate years, and non-specialists. Finally, the major barriers reported were privacy and patient confidentiality, and time management. Further studies are needed to confirm our findings, and to develop strategies based on known patterns of usage, perceptions, and barriers of technology; thus allowing for a successful implementation of ICTs to the mainstream clinical practice.
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[^1]: **Abbreviation:** SD, standard deviation.
